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NAME

ovs-vswitchd — Open vSwitch daemon
SYNOPSIS

ovs-vswitchd[databasg
DESCRIPTION

A daemon that manages and controlg mumber of Open vSwitch switches on the local machine.

The database agument specifies ko ovs—vswitchd connects toovsdb-sewer. The default is
unix:/var/run/openvswitch/db.sock The following forms are accepted:

sslip:port
The specified SSport on the host at theggn ip, which must be expressed as an IP address (not a
DNS name) in IPv4 or IPv6 address formé#t.ip is an IPv6 address, then wrgpwith square
braclets, e.g.:ssl:[::1]:6640. The ——private—key, ——certificate, and ——ca—cert options are
mandatory when this form is used.

tcp:ip:port
Connect to the gen TCP port on ip, whereip can be IPv4 or IPv6 address.iff is an IPv6
address, then wrdp with square brackets, e.d¢cp:[::1]:6640.

unix:file
On POSIX, connect to the Unix domain server socket nditeed

On Windows, connect to a local named pipe that is represented by a file created in thle fmath
mimic the behavior of a Unix domain socket.

psslport:ip]
Listen on the gien SSL port for a connection.By default, connections are not bound to a particu-
lar local IP address and it listens only on IPv4 (but not IPv6) addresses, but spepitinmits
connections to those from theven ip, either IPv4 or IPv6 addresdf ip is an IPv6 address, then
wrap ip with square brackets, e.gossl:6640:[::1] The ——private—key, ——certificate, and
——ca—certoptions are mandatory when this form is used.

ptcp:port[:ip]
Listen on the gien TCP port for a connection. By default, connections are not bound to a particu-
lar local IP address and it listens only on IPv4 (but not IPv6) addressgs niey be specified to
listen only for connections to thevgn ip, either IPv4 or IPv6 addresdf ip is an IPv6 address,
then wrapp with square brackets, e.gtcp:6640:[::1].

punix:file
On POSIX, listen on the Unix domain server socket ndiitesfibr a connection.
On Windows, listen on a local named pipA.file is created in the paffie to mimic the behaor
of a Unix domain socket.

ovs-vswitchd retrieves its configuration frondatabaseat startup. It sets up Open vSwitch datapaths and
then operates switching across each bridge described in its configuration files. As the database changes,
ovs-vswitchdautomatically updates its configuration to match.

ovs-vswitchdswitches may be configured withyaof the following features:

. L2 switching with MAC learning.

. NIC bonding with automatic fails@r and source MAC-based TX load balancing ("SLB").
. 802.1Q VLAN support.

. Port mirroring, with optional VLAN tagging.

. NetFlow v5 flow logging.

. sFlow(R) monitoring.
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. Connectivity to an external Openkla@ontroller, such as NOX.

Only a single instance avs—-vswitchdis intended to run at a timeA single ovs—vswitchd can manage
ary number of switch instances, up to the maximum number of supported Open vSwitch datapaths.

ovs-vswitchd does all the necessary management of Open vSwitch datapaths itself. Xtéwusg| ¢ools,
suchovs—dpctl(8), are not needed for managing datapaths in conjunctiorowstivswitchd and their use
to modify datapaths wheovs—vswitchdis running can interfere with its operatiofovs—dpctl may still
be useful for diagnostics.)

An Open vSwitch datapath kernel module must be loadeavietvswitchdto be useful. Refer to the doc-
umentation for instructions on Wwao build and load the Open vSwitch kernel module.

OPTIONS
——mlockall
Causeovs-vswitchdto call themlockall() function, to attempt to lock all of its process memory
into physical RAM, preenting the kernel from paging wrof its memory to disk.This helps to
avad networking interruptions due to system memory pressure.

Some systems do not suppantbckall() at all, and other systems only all@rivileged users, such
as the superuseto use it. ovs—vswitchd emits a log message ifilockall() is unaailable or
unsuccessful.

DPDK Options
For details on initializing the ovs—-vswitchd DPDK datapath, refer to the documentation or
ovs-vswitchd.conf.di{5) for details.

Daemon Options
The following options are valid on POSIX based platforms.

——pidfile[=pidfile]
Causes a file (by dafilt, ovs—vswitchd.pid) to be eeated indicating the PID of the running
process. Ithe pidfile agument is not specified, or if it does not begin wijtthen it is created in
/var/run/openvswitch.

If ——pidfile is not specified, no pidfile is created.

——overwrite—pidfile
By default, when-—pidfile is specified and the specified pidfile already exists and is locked by a
running processpvs—vswitchd refuses to start.Specify ——overwrite—pidfile to cause it to
instead werwrite the pidfile.

When--pidfile is not specified, this option has no effect.

——detach
Runsovs-vswitchd as a background procesghe process forks, and in the child it starts & ne
session, closes the standard file descriptors (which has the feickeoéfdisabling logging to the
console), and changes its current directory to the root (untess-chdir is specified). After the
child completes its initialization, the parendite. ovs—vswitchd detaches only after it has con-
nected to the database, retae the initial configuration, and set up that configuration.

——monitor
Creates an additional process to monitordte-vswitchd daemon. Ifthe daemon dies due to a
signal that indicates a programming ern®tGABRT, SIGALRM , SIGBUS, SIGFPE, SIGILL ,
SIGPIPE, SIGSEGV, SIGXCPU, or SIGXFSZ) then the monitor process starts avroepy of it.
If the daemon dies or exits for another reason, the monitor process exits.

This option is normally used with—detach but it also functions without it.

——no—chdir
By default, when-—detachis specified ovs—vswitchd changes its current working directory to
the root directory after it detaches. Otherwis&pling ovs—vswitchd from a carelessly chosen
directory would preent the administrator from unmounting the file system that holds that
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directory.

Specifying——no—chdir suppresses this bahar, preventing ovs—vswitchdfrom changing its cur

rent working directory This may be useful for collecting core files, since it is common behavior to
write core dumps into the current working directory and the root directory is not a good directory
to use.

This option has no effect wher-detachis not specified.

——no-self-confinement
By default daemon will try to self-confine itself taw with files under well-knw, a build-time
whitelisted directories. It is better to stick with thisaldf behavior and not to use this flag unless
some other Access Control is used to confine daefNote that in contrast to other access control
implementations that are typically enforced from kernel-space (&@.d MAC), self-confine-
ment is imposed from the user-space daemon itself and hence should not be considered as a full
confinement strategput instead should be viewed as an additional layer of security.

——user Causesovs-vswitchdto run as a diérent user specified in "user:group”, thus dropping most of
the root pwileges. Short forms "user" and ":group" are also allowed, with current user or group
are assumed respeday. Only daemons started by the root user accepts this argument.

On Linux, daemons will be granted CAP_IPC_LOCK and CAP_NET_BIND_SERVICES before
dropping root prileges. Daemons that interact with a datapath, suabvassswitchd will be
granted tw additional capabilities, namely CAP_NET_ADMIN and CAP_NET WRAThe capa-
bility change will apply een if new wser is "root".

On Windows, this option is not currently supported. For security reasons, specifying this option
will cause the daemon process not to start.

Service Options
The following options are valid only on Windows platform.

—-service
Cause®vs-vswitchdto run as a service in the background. The service should alreas e
created through external tools lis€.exe

——service—monitor
Causes thevs—vswitchd service to be automatically restarted by thmdgws services manager
if the service dies or exits for unexpected reasons.

When--serviceis not specified, this option has no effect.

Public Key Infrastructur e Options
—p privkeypem
——private—key=privkeypem
Specifies a PEM file containing thevate key uised aovs—vswitchds identity for outgoing SSL
connections.

—-ccert.pem

——certificate=cert.pem
Specifies a PEM file containing a certificate that certifies thetprkey Pecified on-p or ——pri-
vate—key to be trustwrthy. The certificate must be signed by the certificate authority (CA) that
the peer in SSL connections will use to verify it.

—C cacert.pem

——ca~—cert=cacert.pem
Specifies a PEM file containing the CA certificate tha—vswitchd should use to verify certifi-
cates presented to it by SSL peers. (This may be the same certificate that SSL peersrifige to v
the certificate specified orc or ——certificate, or it may be a diierent one, depending on the PKI
design in use.)
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-C none
——ca—cert=none

Disables verification of certificates presented by SSL peers. This introduces a security risk,
because it means that certificates cannot be verified to be those of known trusted hosts.

——bootstrap—ca—cert:cacert. pem

Whencacert.pemexists, this option has the same effect-&or ——ca—cert If it does not gist,

then ovs—vswitchd will attempt to obtain the CA certificate from the SSL peer on its first SSL
connection and sa it to the named PEM file. If it is successful, it will immediately drop the con-
nection and reconnect, and from then on all SSL connections must be authenticated by a certificate
signed by the CA certificate thus obtained.

This option exposes the SSL connection to a man-in-the-middle attack obtaining the initial
CA certificate, but it may be useful for bootstrapping.

This option is only useful if the SSL peer sends its CA certificate as part of the SSL certificate
chain. TheSSL protocol does not require the server to send the CA certificate.

This option is mutually exclug with —-C and——ca-cert

Logging Options

-v[sped

——verboseisped

-V

Sets logging heels. Without ary speg sets the log feel for every module and destination tibg.
Otherwise,specis a list of words separated by spaces or commas or colons, up to one from each
category below:

. A valid module name, as displayed by tHeg/list command orovs—appctl8), limits
the log level change to the specified module.

. syslog consolg or file, to limit the log level change to only to the system log, to the con-
sole, or to a file, respeedly. (If ——detachis specifiedpvs—vswitchdcloses its standard
file descriptors, so logging to the console wilvéao efect.)

On Windows platform,syslogis accepted as a word and is only useful along with the
—-syslog-targetoption (the word has no effect otherwise).

. off, emer, err, warn, info, or dbg, to control the log lgel. Messagesf the gven sve-
ity or higher will be logged, and messages of lowgersty will be filtered out. off filters
out all messages. Sees—appct8) for a definition of each logvel.

Case is not significant withgpec

Regardless of the log keels set forfile, logging to a file will not taé& pace unless-—log-file is
also specified (see below).

For compatibility with older versions of OV&ny is accepted as a word but has no effect.

——verbose

Sets the maximum logging verbosityée equivalent to——verbose=dbg

—vPAT TERN: destinationpattern
——verbose=RAT TERN: destinationpattern

Sets the log pattern folestinationto pattern Refer toovs—appct8) for a description of thealid
syntax forpattern

—VvFACILITY: facility
——verbose=RACILITY: facility

Open vSwitch

Sets the RFC5424 facility of the log messédgeility can be one okern, user, mail, daemon
auth, syslog Ipr, news uucp, clock, ftp, ntp, audit, alert, clock2, localQ, locall, local2, local3,
local4, local5, local6 or local?. If this option is not specifiedaemonis used as the default for the
local system syslog andcalO is used while sending a message to thgetaprovided via the
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—-syslog-targetoption.

——log—file[=file]
Enables logging to a filelf file is specified, then it is used as th@& name for the log fileThe
default log file name usedfife is omitted is'var/log/openvswitch/ovs—vswitchd.log

—-syslog-targethostport
Send syslog messages to Up#tt on host in addition to the system sysloglhe hostmust be a
numerical IP address, not a hostname.

—-syslog—-methodmethod
Specifymethodhow syslog messages should be sent to syslog daefalowing forms are sup-
ported:

. libc, use libc syslog() function. Thisis the default behdor. Downside of using this
options is that libc adds fixed prefix teeey message before it is actually sent to the sys-
log daemon eer /dev/log UNIX domain socket.

. unix:file, use UNIX domain socket directlyit is possible to specify arbitrary message
format with this option.However, rsyslogd 8.9and older versions use hard coded parser
function alyway that limits UNIX domain soek use. If you want to use arbitrary mes-
sage format with oldersyslogd versions, then use UDP socket to localhost IP address
instead.

. udp:ip:port, use UDP sookt. Wth this method it is possible to use arbitrary message
format also with oldersyslogd When sending syslog messagesrdJDP socket gtra
precaution needs to be taken into account, for example, syslog daemon needs to be con-
figured to listen on the specified UDP port, accidental iptables rules could be interfering
with local syslog traffic and there are some security considerations that apply to UDP
sockets, but do not apply to UNIX domain sockets.

Other Options
——unixctl=soket
Sets the name of the control socket on winesr-vswitchdlistens for runtime management com-
mands (seRUNTIME MAN AGEMENT COMMANDS , below). If sodket does not begin with
/, it is interpreted as relag o /var/run/openvswitch. If ——unixctl is not used at all, the daiflt
socket igvar/run/openvswitch/ovs—vswitchdpid.ctl, wherepid is ovs—vswitchds process ID.

On Windows a local named pipe is used to listen for runtime management comnfafids.is
created in the absolute path as pointedduket or if ——unixctl is not used at all, a file is created
asovs-vswitchd.ctlin the configureddVS_RUNDIRdirectory The file exists just to mimic the
behavior of a Unix domain socket.

Specifyingnonefor soke disables the control socket feature.
-h
——help Prints a brief help message to the console.
-V
—=version
Prints version information to the console.

RUNTIME MAN AGEMENT COMMANDS
ovs—appct8) can send commands to a runnimg-vswitchd process. Theurrently supported com-
mands are described beloThe command descriptions assume an understandinguabhmnfigure Open
vSwitch.

GENERAL COMMANDS
exit Cause®vs-vswitchdto gracefully terminate.

gos/show-typesdnterface
Queries the intedice for a list of Quality of Service types that are configurable via Open vSwitch
for the gven interface
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gos/showinterface
Queries the &rnel for Quality of Service configuration and statistics associated with e gi
interface

bfd/show [interfacq
Displays detailed information about Bidirectionar#warding Detection configured anterface
If interfaceis not specified, then displays detailed information about all interfaces with BFD
enabled.

bfd/set-forwarding [interfacq status
Force the fault status of the BFD moduleinterface(or all interfaces if none isgn) to besta-

tus statuscan be "true", "false", or "normal" whichverts to the standard behavior.

cfm/show[interfacq
Displays detailed information about Connectivity Fault Management configuredeoface If
interface is not specified, then displays detailed information about all auesf with CFM
enabled.

cfm/set-fault [interfacq status
Force the fault status of the CFM moduleinterface(or all interfaces if none isgn) to besta-

tus statuscan be "true", "false", or "normal" whichvexts to the standard behavior.

stp/ten [bridge
Forces a topology changeent onbridgeif it' s unning STP This may cause it to sen@gdology
Change Notifications to its peers and flush its®AAble.. Ifno bridgeis given, forces a topology
change eent on all bridges.

stp/show[bridg€]
Displays detailed information about spanning tree orbtidge If bridge is not specified, then
displays detailed information about all bridges with STP enabled.

BRIDGE COMMANDS
These commands manage bridges.

fdb/flush [bridge]
Flusheshridge MAC address learning table, or all learning tables ibridgeis given.

fdb/show bridge
Lists each MAC address/VLAN pair learned by the specifiidge, dong with the port on which
it was learned and the age of the eritrygeconds.

mdb/flush [bridge
Flusheshridge multicast snooping table, or all snooping tables ibridgeis given.

mdb/showbridge
Lists each multicast group/VLAN pair learned by the specifisdge adong with the port on
which it was learned and the age of the entrgeconds.

bridge/reconnect[bridge]
Makes bridge drop all of its OpenFle controller connections and reconnedt. bridge is not
specified, then all bridges drop their controller connections and reconnect.

This command might be useful for debugging Opewfdontroller issues.

bridge/dump-flows bridge
Lists all flows inbridge including those normally hidden to commands suchowss-ofctl
dump-flows. FHows set up by mechanisms such as in-band control and fail-open are hidden from
the controller since it is not allowed to modify mewide them.

BOND COMMANDS
These commands manage bonded ports on an Open vSviiidigles. D understand some of these com-
mands, it is important to understand a detail of the bonding implementation called “source load balancing
(SLB). Insteadof directly assigning Ethernet source addresses i@ssldhe bonding implementation
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computes a function that maps an 48-bit Ethernet source addresses into aal@b{aVMA C hash”
value). All of the Ethernet addresses that map to a single 8-bit value are then assigned to av&@ngle sla

bond/list
Lists all of the bonds, and their g, on each bridge.

bond/show[port]
Lists all of the bond-specific information (updeldgwndelay time until the next rebalance) about
the given bondedport, or dl bonded ports if ngort is given. Alsolists information about each
slave: whether it is enabled or disabled, the time to completion of an updelay or downdelay if one
is in progress, whether it is the aetidave, the hashes assigned to thevelaAny LACP informa-
tion related to this bond may be found usingl#op/showcommand.

bond/migrate port hash slave
Only valid for SLB bonds. Assigns avgn MAC hash to a n& slave. port specifies the bond
port, hashthe MAC hash to be migrated (as a decimal number between 0 and 255)aaethe
new slave © be asigned.

The reassignment is not permanent: rebalancingileover will cause the MA hash to be shifted
to a nev slave in the usual manner.

A MAC hash cannot be migrated to a disabledesla

bond/set-actie-slave port slave
Setsslaveas the actie dave m port. slavemust currently be enabled.

The setting is not permanent: axnactive dave will be selected ilavebecomes disabled.

bond/enable-slae port slave
bond/disable-slae port slave
Enables (or disables)aveon the gven bondport, skipping ary updelay (or downdelay).

This setting is not permanent: it persists only until the carrier statiavachanges.

bond/hashmac]vlan] [basig
Returns the hash value which would be usedrfacwith vlan andbasisif specified.

lacp/show[port]
Lists all of the LACP related information about thesga port: active a passve, aggregation key,
system id, and system priorityAlso lists information about each wa whether it is enabled or
disabled, whether it is attached or detached, port id and priacttyr information, and partner
information. If port is not specified, then displays detailed information about all interfaces with
CFM enabled.

DPCTL DATAPATH DEBUGGING COMMANDS
The primary way to configureovs—vswitchd is through the Open vSwitch database, e.g. using
ovs-vsct(8). Thesecommands provide a defpging interface for managing datapatfithey implement
the same features (and syntax)oas—dpctl(8). Unlike ovs—dpctl(8), these commands work with data-
paths that are integrated irdgs—vswitchd (e.g. thenetdevdatapath type).

dpctl/add—-dp dp [netdey,option...]
Creates datapatip, with a local port also namedp. This will fail if a network deice dp already
exists.

If netdeg ae specifiedpvs—vswitchdadds them to the medatapath, just as ddd-if was eci-
fied.

dpctl/del-dp dp
Deletes datapathlp. If dp is associated with gnnetwork devices, the are automatically
removed.

dpctl/add-if dp netde},option...
Adds eacmetdevto the set of network d&es datapatkdp monitors, wheralp is the name of an
existing datapath, andetdevis the name of one of the hastetwork devices, e.geth0. Once a
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network device has been added to a datapath, the datapath has compérhip of the netark
devices traffic and the network device appears silent to the rest of the system.

A netdevmay be followed by a comma-separated list of options. The following options are cur
rently supported:

type=type
Specifies the type of port to add. The default tysystem

port_no=port
Requests a specific port number within the datapath. If this option is not specified then
one will be automatically assigned.

key=value
Adds an arbitrary &y-value option to the po”’mnfiguration.

ovs—vswitchd.conf.dif5) documents thevailable port types and options.

dpctl/set-if dp por{,optior...
Reconfigures eacport in dp as specified.An option of the formkey=value adds the specified
key-value option to the port owverrides an existingdy’s value. Anoption of the formkey=, that
is, without a value, deletes theykvalue namedtey. The type and port number of a port cannot be
changed, stype andport_no are only allowed if thg match the existing configuration.

dpctl/del-if dp netdev.
Remawes eachnetdevfrom the list of network devices datapalihmonitors.

dpctl/dump-dps
Prints the name of each configured datapath on a separate line.

dpctl/show [-s| ——statisticq [dp...]
Prints a summary of configured datapaths, including their datapath numbers and a list of ports con-
nected to each datapat{irhe local port is identified as port Olff —s or ——statisticsis specified,
then packet and byte counters are also printed for each port.

The datapath numbers consists ofvfitats and mga flow mask stats.

The "lookups" rav displays three stats related towldookup triggered by processing incoming
paclets in the datapath. "hit" displays number of packets mateistig flows. "missed"” displays

the number of pa@kts not matching gnexisting flow and require user space processiritpst"
displays number of paeks destined for user space process but subsequently dropped before reach-
ing userspace. The sum of "hit" and "miss" equals to the total number atpaatapath pro-
cessed.

The "flows" rav displays the number of flows in datapath.

The "masks" rv displays the mga flow mask stats. This m is omitted for datapath not imple-
menting mga flow. "hit" displays the total number of masks visited for matching incoming pack-
ets. "total" displays number of masks in the datapath. "hit/pkt" displaysvén@ga number of
masks visited per packet; the ratio between "hit" and total number oétpgmlocessed by the
datapath”.

If one or more datapaths are specified, information on only those datapaths are disptaged.
wise,ovs—-vswitchddisplays information about all configured datapaths.

DATAPATH FLOW TABLE DEBUGGING COMMANDS
The following commands are primarily useful for dgbging Open vSwitch. The fiotable entries (both
matches and actions) that yheork with are not OpenFo flow entries. Insteadthey are different and
considerably simpler flows maintained by the Open vSwitirnéd module.Use ovs-ofctl(8), instead, to
work with OpenFlav flow entries.

The dp agument to each of these commands is optional when exactly one datapath exists, in which case
that datapath is the derflt. Whermmultiple datapaths exist, then a datapath name is required.
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dpctl/dump—flows [-m | ——more] [dp] [filter=filter]
Prints to the console all floentries in datapatkp's flow table. Wthout —-m or ——more, output
omits match fields that a flowildcards entirely; with-m or ——more, output includes all wild-
carded fields.

If filter=filter is specified, only displays the flows that matchfther. filter is a flav in the form
similiar to that accepted bgvs—ofctl(8)'s add—flow command. (This is not an OpenWwidlow:
besides other differences, ituee contains wildcards.)The filter is also useful to match wild-
carded fields in the datapathviloAs an eample filter="tcp,tp_src=100" will match the datapath
flow containing tcp(src=80/0xff00,dst=8080/0xff)

dpctl/add—flow [dp] flow actions

dpctl/mod-flow [-—clear] [-—may-creatq [—s | ——statisticq [dp] flow actions
Adds or modifies a fle in dp's flow table that, when a paek matchingflow arrives, causes
actionsto be eecuted.

The add-flow command succeeds only ifow does not alreadyxest in dp. Contrariwise,
mod-flow without ——may-create only modifies the actions for anxisting flov. With
——may—create mod-flow will add a nev flow or modify an existing one.

If —sor ——statisticsis specified, themod-flow prints the modified fl’s datistics. Aflow’s da-
tistics are the number of packets and bytes that lpassed through the fip the elapsed time
since the flar last processed a packet g, and (for TCP flows) the union of the TCP flags pro-
cessed through the ¥flo

With ——clear, mod—flow zeros out the flo’'s datistics. Thestatistics printed if-s or ——statistics
is also specified are those from just before clearing the statistics.

dpctl/del-flow [-s| ——statisticq [dp] flow
Deletes the fiv from dp's flow table that matchelow. If —s or ——statisticsis specified, then
del-flow prints the deleted flow’'datistics.

dpctl/get—flow [dp] ufid:ufid
Fetches the fle from dp's flow table with unique identifienfid. ufid must be specified as a string
of 32 hexadecimal characters.

dpctl/del-flows[dp]
Deletes all flav entries from datapattip's flow table.

CONNECTION TRACKING TABLE DEBUGGING COMMANDS
The following commands are primarily useful for debugging the connection tracking entries in the datapath.

The dp agument to each of these commands is optional when exactly one datapath exists, in which case
that datapath is the deflt. Whermmultiple datapaths exist, then a datapath name is required.

N.B.(Linux specific): thesystendatapaths (i.e. the Linuxeknel module Open vSwitch datapaths) share a
single connection tracking table (which is also used by otlerek subsystems, such as iptables, nftables
and the regular host stack). Therefore, the following commands do not apply specifically to one datapath.

dpctl/dump-conntrack [-m | ——more] [ -S| ——statisticq [dp] [zone=zon§
Prints to the console all the connection entries in thedracied byp. If zone=zoneis specified,
only shows the connections #one With ——more, some implementation specific details are
included. With——statisticstimeouts and timestamps are added to the output.

dpctl/flush—conntrack [dp] [zone=zonég
Flushes all the connection entries in the tracker usetpbif zone=zoneis specified, only flushes
the connections imone

DPIF-NETDEV COMMANDS
These commands are used to expose internal information (mostly statistics) abodpithestdev”
userspace datapath. If there is only one datapath (as is often the caselpatilessmmands are used), the
dp argument can be omitted.
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dpif-netdev/pmd-stats-show[dp]|
Shows performance statistics for each pmd thread of the datdpathhe special threadmain”
sums up the statistics of/@y non pmd thread.The sum of “emc hits”, ‘masked hits’ and
“miss’ is the number of packets reeeil by the datapathCycles are counted using the TSC or
similar facilities (when wzailable on the platform).To reset these counters udgif-netdev/pmd-
stats-clear The duration of one cycle depends on the measuring infrastructure.

dpif-netdev/pmd-stats-clear[dp]
Resets to zero the per pmd thread performance numbexs $hothedpif-netdev/pmd-stats-
show command. Itwill NOT reset datapath or bridge statistics, only the values shown by the
abore mmmand.

dpif-netdev/pmd-rxg-show [dp]
For each pmd thread of the datapatihshavs list of queue-ids with port names, which this thread
polls.

DATAPATH DEBUGGING COMMANDS
These commands query and modify datapalliey are are similar t@vs—dpctl(8) commandsdpif/show
has the additional functionaljtpeyond dpctl/show of printing OpenFla port numbers. The other com-
mands are redundant and will be resbin a future release.

dpif/dump-dps
Prints the name of each configured datapath on a separate line.

dpif/show
Prints a summary of configured datapaths, including statistics and a list of connected Iperts.
port information includes the Openklgort numbey datapath port numbgand the type.(The
local port is identified as Openkgort 65534.)

dpif/dump-flows [-m] dp
Prints to the console all floentries in datapatldp's flow table. Wthout —-m, output omits match
fields that a flev wildcards entirely; with-m output includes all wildcarded fields.

This command is primarily useful for debugging Open vSwitch. Thve tdle entries that it dis-
plays are not OpenFloflow entries. Insteadihey are different and considerably simpleris
maintained by the datapath moduléyou wish to see the Openkidlow entries, useovs—ofctl
dump-flows.

dpif/del-flows dp
Deletes all flav entries from datapatldp's flow table and underlying datapath implementation
(e.g., kernel datapath module).

This command is primarily useful for debugging Open vSwitch. As discussed in
dpif/dump-flows, these entries are not Openklfiow entries.

OFPROTO COMMANDS
These commands manage the core OpenBiatch implementation (calledfproto).

ofproto/list
Lists the names of the running ofproto instanc@hese are the names that may be used on
ofproto/trace.

ofproto/trace [dpnamé odp_flow]—generate| padke]
ofproto/trace bridge br_flow [-generate| padket]
ofproto/trace—packet—out[—consisten} [dpnamé odp_flow[—generate| pake] actions
ofproto/trace—packet—out[—consistent bridge kr_flow[—-generate| padet] actions
Traces the path of an imaginary pacthroughswitchand reports the path that it took. The initial
treatment of the packet varies based on the command:

. ofproto/trace looks the packet up in the Openklfow table, as if the packet had aed
on an OpenFle port.
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. ofproto/trace—packet—outapplies the specified Openil@ctions as if the packet, fie,
and actions had been specified in an OpemFlmacket-out’ request.

The packt’s headers (e.g. source and destination) and metadata (e.g. input port), together called
its “flow,” are usually all that matter for the purpose of tracing a @ac¥u can specify the flo
in the following ways:

dpname odp_flow
odp_flowis a flav in the form printed byvs—dpctl(8)’'s dump-flows command. Ifall of
your bridges hee the same type, which is the common case, then you cardpname
but if you have lridges of diferent types (sayboth ovs-netdevand ovs-systen), then
you need to specify @pnameto disambiguate.

bridge br_flow
br_flowis a flov in the form similar to that accepted bys—ofctl(8)'s add—flow com-
mand. (Thisis not an OpenFie flow: besides other differences, ituee contains wild-
cards.) bridgenames of the bridge through whibh flowshould be traced.

Most commonlyone specifies only a flg using one of the forms ale but sometimes one might
need to specify an actual packet instead of just a flow:

Side effects.
Some actions e sde efects. For example, thenormal action can update the MA
learning table, and thiearn action can change Openkldables. Thdrace commands
only perform side effects when a packet is specified. If you want side effectseto tak
place, then you must supply a packet.

(Output actions are obviously side effects too, but the trace commaveiserecute
them, @en when one specifies a packet.)

Incomplete information.
Most of the time, Open vSwitch can figure owuergthing about the path of a pask
using just the flev, but in some special circumstances it needs to look at parts of the
paclet that are not included in thewlo When this is the case, and you do not supply a
packet, then a trace command will tell you it needs a packet.

If you wish to include a packet as part of a trace operation, there@veaiys to do it:

—generate
This option, added to one of the ways to specify & #iveady described, causes Open
vSwitch to internally generate a packet with thevfldescribed and then to use that
paclet. If your goal is to gecute side effects, thergenerateis the easiest way to do it,
but —generateis not a good way to fill in incomplete information, because it generates
paclets based on only the Woinformation, which means that the packets really do not
have any nore information than the flo

pake This form supplies anxglicit padket as a sequence ofhdigits. An Ethernet frame is at
least 14 bytes long, so there must be at least 28ligiis. Olviously, it is incorvenient
to type in the he digits by hand, so thevs—pcaf1) andovs—tcpundump(1) utilities
provide easier ways.

With this form, packet headers argtracted directly frompadke, so tie odp_flowor
br_flowshould specify only metadata. The metadata can be:

skb_priority
Packet QoS priority.

pkt_mark
Mark of the packet.

ct_state
Connection state of the packet.
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ct_zone Connection tracking zone for packet.

ct_mark
Connection mark of the packet.

ct_label
Connection label of the packet.

tun_id The tunnel ID on which the packet aadl.
in_port The port on which the packet aeil.

The in_port value is kernel datapath port number for the first format and Oywepdtionumber
for the second format. The numbering of these types of port usually differs and there is no
relationship.

ofproto-trace—packet—out accepts an additionalconsistentoption. With this option specified,

the command rejeciactionsthat are inconsistent with the specified mack(An example of an
inconsisteng is atempting to strip the VLAN tag from a packet that does neé lza\LAN tag.)

Open vSwitch ignores most forms of inconsisieimcOpenFlav 1.0 and rejects inconsistencies in
later versions of OpenRl The option is necessary because the command does not ordinarily
imply a particular OpenFie version. Oneexception is that, wheactionsincludes an action that
only OpenFlav 1.1 and later supports (such@ssh_vlan), —consistentis automatically enabled.

Usage examples:

Trace an unicast ICMP echo request on ingress port 1 to destination MA00:00:5E:00:53:01
ofproto/trace br in_port=1,icmp,icmp_type=8,\
dl_dst=00:00:5E:00:53:01
Trace an unicast ICMP echo reply on ingress port 1 to destination MA00:00:5E:00:53:01
ofproto/trace br in_port=1,icmp,icmp_type=0,\
dl_dst=00:00:5E:00:53:01
Trace an ARP request on ingress port 1
ofproto/trace br in_port=1,arp,arp_op=1
Trace an ARP reply on ingress port 1
ofproto/trace br in_port=1,arp,arp_op=2
VLOG COMMANDS
These commands manages—vswitchds logging settings.
vliog/set[sped
Sets logging heels. Without ary speg sets the log feel for every module and destination tibg.

Otherwise specis a list of words separated by spaces or commas or colons, up to one from each
category below:

. A valid module name, as displayed by tHeg/list command orovs—appctl8), limits
the log level change to the specified module.

. syslog consolg or file, to limit the log level change to only to the system log, to the con-
sole, or to a file, respecdy.

On Windows platform,syslogis accepted as a word and is only useful along with the
—-syslog-targetoption (the word has no effect otherwise).

. off, emer, err, warn, info, or dbg, to control the log lgel. Messagesf the gven svea-
ity or higher will be logged, and messages of lowgersty will be filtered out. off filters
out all messages. Sees—appct8) for a definition of each logvel.

Case is not significant withgpec

Regardless of the log leels set forfile, logging to a file will not tad dace unles®vs-vswitchd
was invoked with the——log—file option.
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For compatibility with older versions of OV&ny is accepted as a word but has no effect.

vliog/set AT TERN: destinationpattern
Sets the log pattern folestinatiorto pattern Refer toovs—appct8) for a description of thealid
syntax forpattern

vlog/list
Lists the supported logging modules and their currestde

vlog/list-pattern
Lists logging patterns used for each destination.

vlog/close
Cause®vs-vswitchdto close its log file, if it is open. (Uséog/reopento reopen it later.)

vliog/reopen
Causesvs-vswitchdto close its log file, if it is open, and then reopen it. (This is useful after
rotating log files, to cause améog file to be used.)

This has no effect unlesss—vswitchdwas invoked with the——log—file option.

vliog/disable—rate-limit [modulg...

viog/enable-rate—limit[modul§...
By default, ovs—vswitchd limits the rate at which certain messages can be logged. When a mes-
sage would appear more frequently than the limit, it is suppressed. Vessdsk space, mas
logs easier to read, and speedsxge@ion, lut occasionally troubleshooting requires more detail.
Therefore vlog/disable—rate-limit allows rate limits to be disabled at thevdeof an individual
log module. Specify one or more module names, as displayed byldlgdist command. Specify-
ing either no module names at all or tlegvord any disables rate limits forvery log module.

Thevlog/enable-rate—limit command, whose syntax is the samelag/disable-rate-limit, can
be used to re-enable a rate limit that was previously disabled.

MEMOR Y COMMANDS
These commands report memory usage.

memory/show
Displays some basic statistics abous—vswitchds memory usage ovs—vswitchdalso logs this
information soon after startup and periodically as its memory consumption grows.

COVERAGE COMMANDS
These commands manages—vswitchds “coverage counterSw hich count the number of times particu-
lar events occur during a daemanfuntime. Inaddition to these commands/s—vswitchd automatically
logs caverage counter values, BiIFO level, when it detects that the daem®main loop takes unusually
long to run.

Coverage counters are useful mainly for performance analysis and debugging.

coverage/show
Displays the weraged per-second rates for the last feconds, the last minute and the last hour
and the total counts of all of thewvapage counters.

OPENVSWITCH TUNNELING COMMANDS
These commands query and modify OVS tunnel components.

ovs/route/add ipv4_address/plen output_bridge [GW]
Adds ipv4_address/plen route to vswitchd routing table. output_bridge needs #Sbkridge
name. Thixommand is useful if OVS cached routes does not look right.

ovs/route/show
Print all routes in OVS routing table, This includes routes cached from system routing table and
user configured routes.
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ovs/route/del ipv4_address/plen
Delete ipv4_address/plen route from OVS routing table.

tnl/neigh/show

tnl/arp/show
OVS huilds ARP cache by snooping are messages. This command shows ARP cache table.

tnl/neigh/setbridge ip mac

tnl/arp/set bridge ip mac
Adds or modifies an ARP cache entnbitidge, mappingip to mac

tnl/neigh/flush

tnl/arp/flush
Flush ARP table.

tnl/egress_port_range [num1] [num2]
Set range for UDP source port used for UDP based Tunnelsx&wopk VXLAN. If case of zero
arguments this command prints current range in use.

OPENFLOW IMPLEMENT ATION
This section documents aspects of OpenHlor which the OpenFle specification requires documenta-
tion.

Packet buffering.
The OpenFlar specification, version 1.2, says:

Switches that implementulfering are ®pected to expose, through documentation, both the
amount of gailable buffering, and the length of time before buffers may be reused.

Open vSwitch does not maintaing/gracket buffers.

Bundle lifetime
The OpenFlar specification, version 1.4, says:

If the switch does not reces ay OFPT_BUNDLE_CONTROL or OFPT_RJN-
DLE_ADD_MESSAGE message for an opened bundle_id for a switch defined time greater than
1s, it may send an ofp_error_msg with OFPEUNBLE_FAILED type and OFPBFC_TIME-

OUT code. If the switch does not reseiany new nmessage in a bundle apart from echo request
and replies for a switch defined time greater than 1s, it may send an ofp_error_msg with
OFPET_BUNDLE_FAILED type and OFPBFC_TIMEOUT code.

Open vSwitch implements idle bundle lifetime of 10 seconds.

LIMITS
We lelieve these limits to be accurate as of this writinghese limits assume the use of the Linexnel
datapath.

. ovs-vswitchd started througlovs—ctl(8) provides a limit of 65535 file descriptors. The limits on
the number of bridges and ports is decided by Wagaaility of file descriptors.With the Linux
kernel datapath, creation of a single bridge consumes three file descriptors and adding a port con-
sumes "n-handler-threads" file descriptors per bridge port. Performance will degyexhe be
1,024 ports per bridge due to fixed hash table sizing. Other platforms wayltiarent limita-
tions.

. 2,048 MAC learning entries per bridge, by daft. (Thisis configurable viaother—con-
fig:mac—table-sizein theBridge table. Se@vs-vswitchd.conf.dli{5) for details.)

. Kernel flows are limited only by memoryalable to the krnel. Performancevill degrade
beyond 1,048,576 kernel flows per bridge with a 32-bit kernel, beyond 262,144 with a @4-bit k
nel. (vs—vswitchdshould nger install anywhere near that nyafhows.)

. OpenFlav flows ae limited only by sailable memory Performance is linear in the number of
unique wildcard patterns. That is, an OpemFtable that contains mgrflows that all match on
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the same fields in the same way has a constant-time lookup,tbble that contains mafiows
that match on different fields requires lookup time linear in the number of flows.

. 255 ports per bridge participating in 802.1D Spanning Tree Protocol.

. 32 mirrors per bridge.

. 15 bytes for the name of a port. (This is a Linux kernel limitation.)
SEE ALSO

ovs—appctl8), ovsdb—sewer (1).
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